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Conflict in the digital age is no longer confined to borders or battlefields. It
increasingly unfolds in the realm of perception; through narratives, algorithms, and
the manipulation of trust. The human mind has emerged as a critical strategic
domain.
 
Weaponising Minds: AI, Cyber and Information Warfare in Cognitive Activities
reflects Future Shift Labs’ effort to examine how artificial intelligence, cyber
capabilities, and information systems are being integrated into modern cognitive
operations. With South Asia as its primary focus, this report highlights how rapid
digital adoption, combined with geopolitical and social complexities, has created
new vulnerabilities that are often poorly understood and inadequately addressed.
 
This publication is not an argument for fear, but for preparedness. Democratic
societies must recognise cognitive security as a core element of national resilience,
addressed alongside technological, legal, and institutional safeguards.
 
We hope this report contributes to informed policy dialogue and collective action in
strengthening societies against manipulation while preserving democratic values.

Opening
Message

Founder, Future Shift Labs
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Modern conflicts are increasingly fought through influence rather than force. They
operate below the threshold of open warfare, shaping how people perceive reality,
interpret events, and make decisions.
 
This report examines the convergence of AI, cyber operations, and information
warfare in targeting cognition, with a particular focus on South Asia. It demonstrates
how blurred boundaries between technology, psychology, and politics enable
persistent and scalable influence operations.

By analysing regional case studies and institutional responses, Weaponising Minds:
AI, Cyber and Information Warfare in Cognitive Activities aims to move the
discussion from awareness to action. Building cognitive resilience; across
institutions, platforms, and society, is no longer optional; it is essential to
maintaining stability and democratic integrity.
 
We hope this report serves as a catalyst for informed debate and decisive action. In
an era where minds are increasingly contested terrain, awareness itself becomes a
form of Defence.

Opening
Message

Director, Future Shift Labs

Mr. Sagar Vishnoi
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I. Introduction
In an era of rapid technological advancements, the perception of battlefields must
be adapted to new conditions . Nowadays, the battles can be waged through the
information infrastructure we use, the screens we scroll, the stories and sources we
trust, and the emotions we feel. This shift is changing how warfare can be defined
and conducted, and how people could experience it.

[1]

Human perception, beliefs, emotions, and the ability to make rational decisions are
increasingly being targeted by state and non-state actors . Cognitive  activities
constitute one of the pillars of the so-called grey zone activities . They are
undertaken in peacetime, below the threshold of open conflict and aimed at
destabilising the opponents’ capabilities without resorting to costly conventional
military operations. They are blurring the line between peace and conflict and
redefining the very nature of modern warfare .

[2] [3]

[4]

[5]

The center of gravity is gradually shifting toward cognitive operations enhanced by
the use of cyber- and information warfare. This does not mean abandoning
traditional kinetic and conventional military means, as demonstrated by the conflicts
in Ukraine and the Gaza Strip, but a development of an additional set of offensive
tools. The strategic advantage does not necessarily have to be achieved through the
physical destruction of the opponents and their capabilities. The modern forms of
warfare can exploit the vulnerabilities of the human mind and information
ecosystems, combining or even replacing brute force with psychological pressure or
cognitive manipulation .[6]

The development of digital technologies, including artificial intelligence (AI), has
profoundly transformed the nature of such offensive operations . As a society, we
have moved a significant part of our communication and daily activities to the digital
sphere. We have submitted to the decisions of algorithms that choose for us what
we see and interact with on the Internet. The problem is that they can be easily
manipulated or even weaponised to create specific narratives or visions of reality.

[7]

Algorithms can analyse vast amounts of data in real time, identify vulnerable social
groups and individuals, and precisely select narratives to polarise society. Through
big data and sentiment analysis, or behavioural profiling, they allow to create
messages that resonate strongly with specific audiences by appealing to their fears,
beliefs, experiences, emotions, or exploiting their cognitive biases (i.e., patterns of
distorted thinking based on simplified rules of reasoning) .[8]
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As a result, cognitive operations that previously required significant resources can
now be conducted on a mass scale and with increasingly greater precision. They can
be also indirectly facilitated by various forms of cyberwarfare and control over the
communication infrastructure. For that reason, the boundaries between information
warfare, influence operations, and cyberattacks consistently blur, bringing out
another field of competition: the battle over minds .[9]

This report, Weaponising Minds: AI-, Cyber-, and Information Warfare in Cognitive
Activities, seeks to understand how AI-, cyber-capabilities, and information warfare
are increasingly interwoven into strategies of cognitive influence, particularly within
the dynamic political and digital landscape of South Asia. It offers actionable policy
insights aimed at enhancing societal resilience against these threats, while
maintaining democratic norms, privacy rights, and freedom of expression.

South Asia offers a compelling case study for this inquiry. It is a region where rapid
digital adoption meets geopolitical and national complexity. Numerous unresolved
conflicts in the region provide fertile ground for fueling cognitive activities. Some
offensive strategies are already being implemented in South Asia, to the detriment of
democratic systems and societies. Others will emerge, especially in cases of
systemic weaknesses and unpreparedness to resist new forms of threats.

The diversity in digital maturity, political governance, and societal resilience of South
Asian countries provides a rich comparative framework for this study. India serves
as our primary reference point as the largest country in the region with the largest
resources, and being the most important point of reference for the Future Shift Labs.

The interconnection between tools used in various operational domains requires
adapting defensive doctrines. The South Asian countries are currently unprepared
for these challenges, whereas understanding the multidimensional threats
landscape and their long-term consequences requires collaboration between various
stakeholders.

Due to the nature and relevance of these threats, as demonstrated by the case
studies analysed below, appropriate solutions should be implemented as soon as
possible. The example of India, which, despite its increasing technological
advancements, still has significant gaps in approaching cognitive threats, can serve
as a point of reference for the countries of the region, while also providing an
impulse to strengthen comprehensive national and regional resilience.
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The key objectives of the report include:

Drawing attention to cognitive threats emerging in the digital sphere.

Highlighting how human perceptions and views are targeted and weaponised to exert pressure
and influence.

Examining how information and AI tools are being used to influence public cognition (e.g.,
deepfakes, algorithmic amplification, algorithmic bias).

Highlighting the blurred boundaries between cyber-, information-, and cognitive warfare.

Identifying factors that increase the vulnerability of South Asian countries to threats in the digital
domain.

analysing regionally-rooted case studies where cognitive activities played an important role.

Mapping the social and psychological impact of cognitive warfare on vulnerable populations.

Assessing India’s preparedness to cope with challenges in the cyber, information and cognitive
spheres.

Proposing frameworks to raise awareness on the cognitive threats in the region

Presenting specific recommendations to increase social, political and institutional resilience in
regard to cognitive threats.
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Introduction

II. The Architecture of
Modern Conflicts
1. A path to cognitive warfare

Understanding contemporary cognitive operations requires distinguishing between
concepts that remain undefined or unclear. The use of certain terms can still be
controversial, especially due to legal implications they might bring. The concept of
warfare seems particularly relevant in this regard, as its application can trigger
specific obligations and consequences under international law . One may plausibly
advocate for a broader interpretation of warfare that considers the impact of
specific actions . On the other hand, an overly expansive definitional delineation
risks undermining the clarity and protective function of International Humanitarian
Law (IHL) . Consequently, the term warfare, when applied to non-conventional
operations, carries some ambiguity. Its use may inadvertently legitimise military
responses, which creates natural tension between the evolving nature of conflict and
the existing legal architecture. However, this should not be an excuse for not
creating better protection for civilians and civilian infrastructure.

[10]

[11]

[12]

The grey zone activities mentioned earlier exploit these legal imperfections and
loopholes, thus making it difficult to qualify specific events, attribute them, hold
perpetrators accountable, and adjust the response . Throughout this report we
deliberately use the term warfare, seeing it primarily as an emanation of aggressive
offensive strategies aimed at gaining a strategic advantage and weakening the
adversary, albeit regularly below the threshold of war. Similar nomenclature is
used, for example, in reference to cyber warfare or hybrid warfare.

[13]
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Introduction

Cyber Warfare

Cyber warfare refers to activities conducted in cyberspace. It includes attacks on
digital infrastructure, such as sabotage of IT systems, shutting them down, data
theft, ransomware, or disruption of communication systems . In the traditional
approach, it is therefore focused primarily on the Information and Communications
Technology (ICT) infrastructure.

[14]

However, the lack of a universally accepted legal definition and understanding of the
term’s scope creates uncertainty as to when malicious cyberspace activities can be
classified as acts of war under international law. This ambiguity complicates
responses and raises justified questions about the applicability of IHL to cyber-
activities, which is explicitly postulated by many countries .[15]

The threshold that allows for the use of force in response to cyber-attacks remains
unclear. The doctrine of NATO countries declares the application of “the full range of
capabilities to actively deter, defend against and counter the full spectrum of cyber
threats at all times, including by considering collective responses” . However, in
practice, countries are cautious about equating cyberattacks with conventional
attacks, and they lean on defensive cyber capabilities complemented by offensive
cyber capabilities rather than conventional military retaliation.

[16]
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Introduction

Information Warfare

Information warfare focuses on information, including its understanding, and
interpretation, as a key objective of operations . This influences the selection of
means, including manipulating or falsifying information, as well as sabotaging, or
controlling the flow of information in order to achieve strategic advantage. It can
therefore encompass various forms of information disorders, including propaganda,
disinformation, misinformation, censorship, or media manipulation . Although it
often employs cyber-tools, physical infrastructure becomes merely an instrument for
achieving broader informational and cognitive objectives.

[17]

[18]

Unlike cyber warfare, which can result in physical consequences in regard to ICT
infrastructure, information warfare operates primarily in the cognitive sphere. This
Characterisation makes its legal classification even more problematic, as it neither
fits within the classic framework of armed conflict nor clearly meets the criteria for
the use of force as defined by the United Nations Charter . There is no doubt,
however, that malicious operations in the information space can cause significant
damage and negatively impact social and systemic stability.

[19]

Hybrid Warfare

way are particularly important. Within them, states conduct coordinated actions in
many areas - from military, sabotage, cyberattacks, economic pressure, to media
disruption - without having to officially declare war . These operations are
asymmetrical, remain in a grey zone, and can be collectively referred to as hybrid
warfare.

[20]

Hybrid campaigns can also use a combination of sabotage of digital infrastructure,
disinformation, and psychological operations to gradually undermine the opponent’s
resilience in the cognitive sphere, or directly force specific actions. Hybridity
therefore results from combining different means that can serve to achieve a
common goal, which, however, is difficult to capture. This distinguishes traditional
from unconventional operations - the adversary’s goals remain essentially hidden
and can only be analysed in the context of certain deduced meta-goals.
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Introduction

Cognitive warfare

Cognitive warfare can be considered the next stage in the development of influence
tools. It indirectly targets ICT infrastructure and information channels, but can also
make an impact through physical destruction, i.e., by triggering psychological
outcomes. Essentially, it focuses on human consciousness and perception[21].
Cognitive actions target attention, beliefs, and interpretations. Their goal is to
change what and how targeted audiences or individuals think. A key tools of this
warfare are psychology and impact: currently vastly supported by data, algorithms,
and AI, as well as the large-scale use of digital infrastructure.

Cognitive operations are an inherent and increasingly integrated component of
hybrid strategies. They complement actions in the physical sphere (e.g., cyber-
attacks, sabotage against the critical infrastructure, military operations). They aim
for disruption of perceptions, undermining trust in the media and institutions, and
ultimately, a change in beliefs of targeted audiences or the decision-makers.

Doctrinal shift

Doctrinal shift
The doctrines of some countries and military alliances increasingly recognise
cognitive warfare as a separate and significant dimension of contemporary security.
NATO’s Allied Command Transformation is developing the Cognitive Warfare
Exploratory Concept, which is a part of the Warfare Development Agenda . The
strategic assumptions of the concept describe mechanisms for influencing
perception, decisions, and behaviour at the societal level. The concept focuses on
building cognitive resilience, protecting strategic decisions, and countering
information manipulation .

[22]

[23]

Chinese doctrine treats the cognitive domain as a key area of conflict. The People’s
Liberation Army (PLA) is developing strategies known as the Three Warfares (public
opinion, psychological, and legal warfare) , which create the foundations of
cognitive warfare. The PLA also works on “mind superiority” (制脑权), or cognitive
dominance, with the aim of gaining strategic and technological advantage, or
“winning the conflict without fighting” .

[24]

[25]
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In Russia’s case, the concept of cognitive warfare has strong historical foundations
and is linked, among other things, to Cold War reflexive control, understood as “the
process of transferring the basis for decision-making from one opponent to
another”.  Within modern cognitive warfare, Russia combines the use of various
communication platforms (media, scientific conferences, diplomatic forums) with
various means (information and cyber warfare, sabotage, military exercises) .
Importantly, these actions “align with the offensive realist imperative to enhance
relative power without direct military engagement” .

[26]

[27]

[28]

They also employ various tactics, including: exhaustion, decoy, disintegration,
appeasement, intimidation, provocation, overload, suggestion, distraction, and
paralysis . Each of these elements weakens the adversaries’ cognitive abilities.[29]

India’s evolving strategic posture is now acknowledging that future conflicts will not
be won by pure kinetic force alone. The Indian armed forces, through their new Joint
Doctrine for Multi Domain Operations (MDO) , which also refers to shaping
perceptions, narratives and the decisions, are beginning to treat the cognitive
domain as an integral part of the military activities.

[30]

Image Credits : NATO Innovation Challenge Fall
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AI in Cognitive Operations

Cognitive operations are not a new phenomenon. Their roots date back to ancient
times, when various techniques of propaganda, strategic disinformation, or
intimidation were used. The arsenal of solutions has been developed over the
centuries, with new technologies gradually being implemented to increase the reach
of such operations .[31]

ICT infrastructure plays an important role in this respect, creating a field for
comprehensive activities. The development of the Internet and social media has
enabled activities on a mass scale, with unprecedented precision and speed.

AI-driven algorithms that amplify selected content play an important role in this
transformation. The transition from print propaganda, through radio and television,
to digital operations has therefore brought about a radical change: today, it is
possible to create and target narratives in real time, personalise messages, and
automate influence operations based on the behavioural data of millions of users .[32]

A key role in these processes is played by the design of an information exchange
ecosystem based on social media that aims to amplify content that sparks interest
and engagement. Maintaining user attention allows platforms to monetise the users’
interest and time spent within the system . For that reason, content that evokes
emotions and has high Polarisation potential is prioritised, as it increases the
likelihood of interaction. This leads to a feedback loop that drives algorithmic
amplification .

[33]

[34]

There is a noticeable opportunistic use of this ecosystem by state and non-state
actors, which is also manifested in the weaponisation of AI and its infrastructure.
Consequently, AI must also be seen as a tool for exerting influence and means of
conducting cognitive activities, and perhaps it is justified to already use the term AI-
warfare.
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Introduction

Cyber warfare, information warfare, hybrid operations, and cognitive operations
often function as separate analytical categories, but in practice, they increasingly
intertwine. Digital technologies, information infrastructure, and psychological tools
are used in parallel or complementarily, making the boundaries between these
domains increasingly fluid. For example, disinformation operations can
simultaneously be part of information warfare, a component of a cyberattack, and an
element of a cognitive strategy.

Additionally, since 2022, the European Union has been using the term FIMI (Foreign
Information Manipulation and Interference), emphasizing not only the disinformative
aspect of information manipulation but also comprehensive influence operations.
However, this term is too narrow to encompass all the elements mentioned above. It
should be assumed that they constitute interlocking sets of activities whose
common element (or the superset) is the pursuit of strategic goals and gaining
advantage.

This overlapping nature of such operations creates new challenges for legal
classification, institutional response, and building societal resilience - particularly in
situations below the threshold of open armed conflict. Therefore, it is necessary to
develop integrated analytical models and multi-layered Defence strategies that take
into account the complexity of the contemporary security environment. The
following summary groups threat areas and operational mechanisms. Specific
examples of their applications will be presented in the next section dedicated to
case studies from the South Asia region.

Overlap between all of these spheres
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2. Operational Mechanisms

State and non-state actors employ diverse strategies targeting infrastructure,
information and its distribution, and the perception of reality on the opponents’ side.
They try to undermine citizens’ trust in institutions, erode social cohesion, fuel
Polarisation, undermine morale, and generate cognitive chaos that makes it difficult
to distinguish fact from fiction. The following list is a sample enumeration of
operational mechanisms that can be used in cognitive activities. It is not intended to
be exhaustive, especially since the number of tactics is constantly growing, and
many of them can be freely combined. However, it gives an overview of the means
already used in cognitive activities.

weaponisation of social media and behavioural data

Social media platforms are a tool for collecting, aggregating, and analysing user
behavioural data, which can lead to shaping their opinions and decisions . This
data is used for precise audience profiling and segmentation, enabling crafting
tailored messages that resonate with audiences and individuals.

[35]

As a result, adversaries can conduct long-term influence campaigns tailored to the
individual characteristics and vulnerabilities of target groups by leveraging easily
accessible infrastructure. Moreover, the increasing weaponisation of social media
platforms gives adversaries easy access to millions of users who spend an
increasing amount of time within systems characterised by a high level of interaction
and immersion. Just exposure to the source creates particular vulnerability.

Examples: Cambridge Analytica used Facebook data to target specific audiences
with political advertisements during the 2016 US presidential election. During the
2024 crisis in Bangladesh, social media algorithms amplified radical content,
pushing curious young users toward conspiracy theories and violent ideologies -
subsequently this aligned platform engagement goals with the objectives of
extremist recruiters.

Image Credits : LikeWar (DC Launch) The weaponisation of Social Media
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Introduction

Strategic Use of Controlled Platforms

Platforms controlled by a state or corporate entity enable management of
information flow and content moderation in the operator’s interests. This allows for
the systematic promotion of specific narratives and restricting access to content
that contradicts the intended purpose. This type of mechanism fosters a
homogenous information environment, susceptible to long-term opinion shaping.

Examples: TikTok’s algorithms favouring specific content. Limiting the sources to
right-wing circles only, to provide information for AI algorithms used on the Truth
Social .[36]

Algorithmic Amplification

Recommendation algorithms amplify messages by prioritising content that aligns
with the desired narrative. Increasing reach and frequency of exposure causes
audiences to perceive the message as the dominant version of reality. AI enables the
automation and scaling of influence campaigns at unprecedented speed. Language
models and data analysis systems enable the creation of personalised content and
the prediction of audience responses, enabling continuous and adaptive actions.

Example: The widespread of deepfakes featuring Bollywood celebrities endorsing
political parties in India that have been circulated online in 2024 and reached the
audiences due to the vast interest of users multiplied by algorithms spotting that
interest .[37]

Image Credits : Joanna Chan

20



Introduction

Targeting Echo Chambers and Information Bubbles

Information bubbles or echo chambers might be described as “an epistemic
environment in which participants encounter beliefs and opinions that coincide with
their own”  or “seek and interpret information in a way that confirms
preconceptions” . Closed information spaces foster the consolidation and
radicalisation of views through constant exposure to content that aligns with the
recipient’s beliefs. Targeting messages to such environments increases Polarisation
and further isolates social groups by exploiting so-called “conformation bias”.

[38]

[39]

Example: In 2024, Bangladesh witnessed a massive spread of targeted disinformation
with misleading and exaggerated claims about attacks against Hindus in the region .[40]

Pre-emptive Influence and Narrative Seeding

Online psychological operations involve deliberately shaping public opinion by
introducing narratives before a real event occurs. Preemptive narrative seeding
allows for expanding in the information space and preparing audiences for a specific
interpretation of the facts . Such actions reduce the adversary’s ability to
effectively engage in counter-narratives.

[41]

Example: In 2018, in Pakistan bloggers were accused of blasphemy and labelled as
traitors . The campaign was well strategised, due to the religious and cultural
significance of blasphemy and treason; they were falsely pre-emptively targeted,
which shaped a whole conversation against them.

[42]

Image Credits : Gerd Leonhard
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Disinformation and Misinformation

Disinformation, understood as deliberate spreading of false or manipulated
information in order to achieve specific goals, is a fundamental tool of cognitive
warfare, aimed at changing audiences’ perceptions of reality. Blurring the line
between truth and falsehood hinders rational decision-making. This process often
combines emotional elements with the apparent credibility of sources.

In contrast to disinformation, misinformation is not a conscious process - it involves
repeating false or manipulated information as a result of lack of knowledge or
awareness. At the same time, it is an important factor driving the impact of
disinformation.

Example: False claims on social media in regard to how India captured Pakistani cities
during the clashes in May 2025 . Dis- and misinformation was mainly spread through
X, provoking further tensions between the two countries.

[43]

Influencer Manipulation & Covert Influence-as-a-Service

The use of influencers, both overt and covert, to disseminate specific narratives that
align with the interests of cognitive operators. These activities involve funding,
rewarding, bribing, or blackmailing individuals with significant social media reach to
seemingly organically promote selected content, thus influencing public opinion and
shaping perceptions of events. This mechanism is particularly effective in
environments with low information resilience, where the authority and popularity of
individuals have a strong influence on audiences.

Example: In May 2025, Indian authorities uncovered a business woman, referred to as
“Madam N”, who recruited social media influencers from India - they were paid and
asked to propagate destabilising content .[44]

Image Credits : United Nation SDG
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Bot networks are used to disseminate content and artificially boost its popularity on
mass-scale. The coordinated activities of multiple accounts can create the illusion of
spontaneous support by exploiting cognitive biases, such as “social proof”. This
increases social pressure and shapes the perception of “majority opinion”.

Trolls are individuals or automated accounts that deliberately provoke, deceive, or
disrupt online discussions. They are used to manipulate public perception by
spreading disinformation, sowing discord, and amplifying divisive narratives across
digital platforms. They exploit emotional triggers to weaken trust, polarise societies,
and influence decision-making.

Example: In 2024, Researchers exposed bot networks and coordinated inauthentic
behaviour in favour of the Awami League in Bangladesh during the ongoing election
campaign in that country[45]

Bot networks and Coordinated Inauthentic behaviour

Deepfakes

Deepfakes are advanced AI-generated image and audio technologies that enable the
creation of realistic yet false materials. They can undermine the credibility of leaders,
institutions, or accounts of events, or even create events that never actually
occurred. The use of such content exacerbates information chaos and erodes
trust .[46]

Example: Deepfakes of Pakistani Prime Minister Shehbaz Sharif were spread during
the Indian-Pakistani conflict in May 2025.

Image Credits : Fordham Center for Cybersecurity.
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Introduction

Creating and maintaining false digital identities that exist online ad hoc or for
extended periods of time in order to gain credibility and trust among targeted
audiences. Such synthetic personas can act as journalists, analysts, social activists,
influencers, or ordinary users, and their task is to gradually introduce and amplify
narratives favourable to the entities conducting cognitive operations. The level of
realism of these accounts, supported by advanced AI techniques, makes them
difficult to identify and neutralize.

Example: In May 2025, during the Indian-Pakistani conflict AI-generated synthetic
personas were commonly used to spread false information .[47]

Use of Synthetic Personas

Cognitive Load Manipulation and Information Saturation

Cognitive overload of recipients with large amounts of information reduces their
ability to critically analyse content. In conditions of information saturation,
manipulative narratives can be more easily transmitted. This mechanism
deliberately exploits the limited capacity of attention and working memory .[48]

Examples: Publishing contradictory reports during the COVID-19 pandemic on a mass-
scale to confuse and fatigue audiences. Publishing numerous false narratives on the
Indian-Pakistani conflict in May 2025 that saturated information space of both sides.

Image Credits : Synthetic personas developed by Rehabai.ai
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Deliberate generation of contradictory, variable, and multi-threaded messages leads
to informational disorientation. In a state of cognitive chaos, recipients lose their
ability to develop a coherent picture of the situation. This results in decision-making
paralysis and susceptibility to external interpretive cues.

There is also potential for spamouflage or barrage jamming campaigns by creating
hundreds slightly modified versions of the same message and distributing them
among the recipients. The analysts of the French Policy Planning Staff and Institute
for Strategic Research depicted a fictitious scenario of creating twenty versions of
the same speech by altering only parts of the original audio track. Dissemination of
all of them simultaneously would “hide the authentic version in the confusion” .[49]

Example: The spread of multiple, mutually exclusive versions of events following the
shooting down of MH17 in 2014. Saturation of the information space with
contradictory information, in particular regarding Russian aggression against Ukraine
or Indian-Pakistani conflict in May 2025.

Cognitive Chaos

Emotion engineering and affective targeting

analysing audiences’ emotional responses allows for tailoring messages to evoke
desired emotional states. Using emotions like fear, anger, or enthusiasm amplifies
the narrative’s impact. This type of influence bypasses rational decision-making
processes, directly targeting motivational mechanisms .[50]

Example: During the 2024 political unrest in Bangladesh, disinformation campaigns
were supposed to raise emotions and trigger communal tensions, as was shown in the
case of spreading false narratives about genocide on Hindus .[51]
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Narrative laundering

The process of introducing false or manipulated narratives into the information
space by publishing them on seemingly credible sources, such as niche portals, think
tanks, or expert forum members, before they reach the mainstream. This mechanism
aims to give disinformation the appearance of authenticity and independent origin,
increasing its effectiveness and resistance to debunking. For this purpose, portals
impersonating local media and suggesting better understanding of the topic and
closeness to the audience may be used. Such media might be referred to as “pink-
slime journalism” .[53]

Example: False narratives were seeded in the Indian-Pakistani conflict 2025 , where
regional blogs and news sites played a role of original sources. Then the national
media amplified these news - a dominant narrative was built out of fabricated stories.

[54]

Image Credits : The Guardian

Interpretive frames determine how the audience perceives a given phenomenon. By
choosing context, metaphors, and emphasis, facts can be reinterpreted without
distorting them. Framing is a subtle yet effective tool for shaping opinions and
emotions.

Example: During the 2022 Sri Lankan economic crisis the government media framed
protesters as funded by the foreign agitators while the opposition media framed them
as patriots . Russia consistently uses the term “special operation” to describe its
aggression against Ukraine.

[52]

Framing
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It uses simple, sharable forms of content to quickly shape narratives in a simplified
way. Memes are viral in nature and convey emotional and ideological messages in
ways that are difficult to neutralize. Memetic warfare combines humor with
propaganda and cognitive associations, increasing message acceptance .[55]

Example: ISIS’s meme campaigns on social media, designed to attract young recruits
worldwide. Following the capture of Indian pilot Abhinandan’s comment, slogan “the
tea was fantastic” went viral and became a meme; Pakistanis widely used it online to
mock India .[56]

Memetic Warfare

Slopaganda

It refers to low-quality AI-generated content that can be produced in masses. It is
often characterised by poor reasoning, factual inaccuracies, or emotional
manipulation that aims to exploit cognitive biases and instill a particular point of
view. It uses AI’s ability to produce vast amounts of content quickly, thus spreading
disinformation or biased narratives with minimal effort and costs.

Example: Bangladesh’s elections in 2024 faced media and influencers opting for
cheap AI tools to create deepfake-style propaganda  .[57]

Grooming of Large Language Models

Large language models (LLMs) are playing an increasingly important role in shaping
the information environment. Control over content generation mechanisms and the
ability to manipulate them create new threat vectors with significant potential to
impact cognitive processes and the formation of attitudes and beliefs.

Grooming should be seen as gaining long-term impact on LLMs by providing
manipulated training content, which allows for subtle shaping of their responses.
This process can gradually shift the system’s ideological or thematic profile,
potentially generating content that supports specific strategic goals. This technique
is particularly dangerous due to difficulty in detecting it after the training process is
complete .[58]

Example: Russian Pravda Network systemically publishes large amounts of pro-
Kremlin content in open repositories to be included in future training of language
models .[59]
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Introduction

Deliberate changes in the meaning of words, phrases, and linguistic structures
influence how audiences perceive concepts and reality. Prolonged use of this
mechanism can lead to a redefinition of values, norms, and facts. This constitutes a
profound interference in culture and social consciousness.

Example: Russia describes the Ukrainian government and forces as “Nazis”. In May
2024, Pakistan named its military response to India’s Operation Sindoor as “Operation
Bunyanum Marsoos”, part of a broader campaign called “Marka-e-Haq” (Battle of
Truth).

Semantic Manipulation and Language Engineering

Cyber-attacks to Trigger Psychological Implications

Cyberattacks can be designed to have a psychological impact, in addition to their
technical impact. Defacing government websites, or using distributed denial of
service (DDoS) or ransomware attacks against public institutions undermines the
sense of security. This reinforces the belief that state or Organisation is weak and
cannot ensure the proper protection .[60]

Example: Hackers altering the content on the Indian government websites to cause
additional fear during the Indian-Pakistani conflict in May 2025.

Cyber-physical Attacks to Trigger Psychological Implications

Integrated attacks on physical infrastructure and digital systems can escalate public
anxiety. Disruptions in energy, water, or transportation supplies act as a catalyst for
panic. This mechanism undermines the fundamental sense of stability and
predictability of the environment.

Example: The cyberattack on Ukraine’s power grid in 2015 which caused power
outages for hundreds of thousands of residents.
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Introduction

Cross-Domain Triggering Attacks

Concentrated, coordinated operations combining actions in the physical world with
their amplification in the information space. Small incidents - such as limited military
clashes, infrastructure sabotage, or staged events - are immediately publicized and
amplified in digital media to provoke disproportionate social or political reactions.
This mechanism amplifies the psychological impact of small-scale events,
destabilising the adversary without the need for extensive military action.

Example: Indian-Pakistani conflict saw an AI-generated disinformation and physical
military clashes supplemented with cyberattacks, which in turn led to psychological
impact and fuelled the spread of fabricated stories .[61]

Image Credits : Supplied/ ABC News: Jarrod Fankhauser
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from South Asia

30



III. Case Studies from South Asia
1. Specificity of the South Asia Region

The South Asia region - including India, Pakistan, Bangladesh, Sri Lanka, Nepal,
Bhutan, and the Maldives - can be characterised by strong bilateral and internal
tensions, low information resilience, widespread use of digital technologies, and
deep social, religious, ethnic, and identity divisions. These factors create favourable
conditions for conducting cognitive operations, which increases regional
vulnerability.

At this point, however, significant campaigns have been recorded primarily in India
and Pakistan, which is linked to the long-standing conflict over Kashmir. In other
countries of the region, there is a growing trend of using disinformation, which is
vastly amplified by the algorithms of social media platforms.

They facilitate the spread of false or manipulated content and fuel social unrest.
However, due to the characteristics of the region, we see significant threats and
weaknesses, which will be described below, and need to be comprehensively
addressed by the individual countries and through transnational cooperation.

Complex geopolitical and conflict landscape

The region is characterised by long-standing, unresolved territorial and religious
conflicts (e.g., India-Pakistan over Kashmir, ethnic tensions in Sri Lanka, separatism
in Bangladesh and Nepal), which create fertile ground for various types of threats.
Cyberattacks and information operations are often an integral part of hybrid
conflicts here - not only as auxiliary activities, but as tools of direct psychological
and strategic influence to further fuel existing tensions.

Digital expansion without adequate cognitive safeguards

South Asia is experiencing rapid growth in the number of internet and smartphone
users - India is now the world’s second-largest digital market. However, this growth
has not been accompanied by the development of digital literacy, data protection, or
critical thinking skills. Many countries in the region lack information security policies,
and public debate continues to focus mainly on technical aspects, overlooking the
impact of narrative manipulation on the democratic systems and national security.
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Social vulnerabilities

Religious, caste, ethnic, and class divisions - characteristic of countries such as
India, Sri Lanka, and Bangladesh - are often used as vectors for information
operations to fuel social Polarisation. Disinformation and emotional manipulation
have a particularly strong impact on societies that often lack the tools to verify
information and are characterised by numerous vectors of social divisions. Trainings
in media literacy, AI and digital ethics, fact-checking activities, and content
verification are marginal or absent in education systems. Moreover, South Asia is
home to a wide range of stakeholders, from digitally literate urban youth to rural
populations with limited digital literacy, making it a region highly susceptible to
cognitive threats. Understanding how these communities engage with information
ecosystems is vital.

Level of strategic resilience

In recent years, some countries in the region, especially India, have begun to develop
instruments to counter information warfare. Initiatives such as the Fact Check Unit
at the Ministry of Information and Broadcasting in India , cyber Defence doctrines,
and cooperation with digital platforms to remove disinformation content have
emerged. However, these are preliminary measures and are not yet widespread
throughout the region

[62]
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2. Case studies from the region

Below we present selected case studies covering South Asian countries that
illustrate the application of strategies that had significant cognitive impact, or can be
directly described as cognitive warfare

Case Study 1: India-Pakistan conflict (2025)

During the escalation of the border conflict between India and Pakistan in May 2025,
both sides engaged in an intense information war with a strong cognitive
component. Disinformation was used on a mass-scale by both sides and it took
various forms, from factually false content distributed in the media (including official
broadcasting) to audio-visual content produced by AI.

Footage unrelated to events from May 2025 was repeatedly spread and
subsequently misattributed. False claims about the outcome of air strikes were
disseminated on social media, reaching millions of users (single post on X on
alleged bombing of port in Karachi by India reached at least 2 million users) .
Archival recordings of explosions and air crashes were used by both sides, including
those in the port of Beirut (disseminated by India as frontline footage), or the attack
on Srinagar Airbase (disseminated by Pakistan as the outcome of airstrikes) .
Photos and footage from the Gaza Strip were also used. At least some of the
footage was aired on national TV by both sides.

[63]

[64]

Deepfake technology was used to produce a fake speech by Pakistani Prime
Minister Shehbaz Sharif, in which he supposedly admitted military defeat. The
material was distributed via anonymous accounts on X, Telegram, and WhatsApp,
causing confusion . In another AI-generated video Director General of Pakistan’s
Inter-Services Public Relations (ISPR), Ahmed Sharif Chaudhry, allegedly reported
losing some of the fighter jets .

[65]

[66]

Simultaneously, the official account of Pakistani ISPR shared doctored or false clips,
presenting them as authentic footage depicting fights in Kashmir region, e.g., the
footage from video game Arma III . Various false claims were additionally fueled by
authentic and inauthentic social media accounts .

[67]

[68]

Information campaigns were reinforced by cyberattacks aimed at sowing panic and
increasing chaos. One key example was a series of defacements of military and
local government school websites in India, emblazoned with propaganda messages
of psychological intimidation. This was accompanied by claiming the access to
military information by Pakistani sources: intended to undermine citizen morale and
the credibility of Defence institutions . Both Pakistani and Indian hacking groups
engaged in cyber retaliation.

[69]
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This tactic used by both sides aimed to destabilize public opinion, sow uncertainty,
and provoke emotional reactions from citizens. The aim of these operations was not
merely to spread falsehoods, but to interfere with the cognitive processes of society
through shock, disorientation, and manipulation of perceptions of reality. At a time of
particular tension, exerting psychological pressure served, on the one hand, to
weaken the enemy and, on the other, to strengthen one’s own propaganda activities
and reinforce the morale of its own citizens.

Cyberspace activities are a litmus test in this regard. According to analysts, Pakistan,
supported by hackers and hacktivists from Turkey, Bangladesh, Malaysia, Indonesia,
and China, conducted massive attacks on India’s critical sectors. A significant
portion of these attacks were strictly military in nature, designed to target
infrastructure used for military operations .[70]

However, attacks such as DDoS and website defacements had a strong
psychological impact. Furthermore, “sources allege that the attackers’ primary goals
were to cause reputational damage to India on the international stage and to extract
classified data, particularly information related to missile development programs” .[71]

The aforementioned reputational damage is also an important cognitive factor that
can counteract external mobilisation, including support from allies and public
opinion outside the involved country.

Image Credits : MOD, INDIA
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Between 2023 and 2025, Pakistan actively developed a strategy based on fuelling
socio-ethnic conflicts in India. The ISPR, operating as the Pakistani military’s media
arm, intensified polarizing narratives aimed at both Pakistani citizens and audiences
in India. Some of the actions were part of the Pakistani “bleeding India with a
thousand cuts” strategy, which involves dispersed attacks that cumulatively weaken
and destabilize India over time .[72]

This design was also witnessed in the April 2025 Pahalgam attack, where militants
allegedly affiliated with Pakistan-based groups targeted Hindu tourists . By picking
up victims due to their religious beliefs and forcing them to recite religious verses
before execution, the attackers deliberately sought to inflame communal
sensitivities, deepen Hindu-Muslim mistrust, and trigger Polarisation. The objective
was not simply physical terror but also cognitive and social disruption. This
calculated exploitation of socio-religious division long formed under Pakistan’s
strategy for a proxy war illustrates how external actors used targeted violence as a
psychological weapon to destabilize India.

[73]

These operations constitute an example of Weaponising identity: religious and
ethnic identity has been transformed into a tool of strategic destabilization in
particularly vulnerable areas.

Image Credits : AI Generated Content

Case Study 2: Reinforcement of socio-ethnic
divisions in India by Pakistan (2023-2025)
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The social media platform X has increasingly functioned as a digital extension of the
India-Pakistan conflict, as disinformation was heavily shaped and coordinated with
inauthentic activity. Research combining sentiment analysis of tweets with Speech
Act Analysis (a way to conceptualize speech as an action examining the intent or
purpose behind speech ), shows that discussions about India-Pakistan relations on
X are largely negative. The online platforms activities often mirror the polarised
narratives of Pakistani media and are amplified by bots and trolls networks that
impact diverse content during times of geopolitical tension.

[74]

The studies of coordinated bot activity confirm that both India and Pakistani
nationalist or state-aligned groups deeply automated or semi-automated accounts
during crises .[75]

Image Credits : FORBES

Case Study 3: Bots in Indian-Pakistani conflicts (ongoing)

For instance, during the 2019 Pulwama-Balakot episode and later clashes thousands
of bot-driven tweets flooded Twitter with hashtags such as #Indiastrikesback and
#PakistanZindabad. These campaigns recycled old visuals, manipulated algorithms,
and manufactured a sense of consensus by making certain narratives appear more
popular than they actually were. This strategy leveraged the principles of social
proof: when users see a message trending widely, they are more likely to trust and
adopt it regardless of its accuracy.[76]
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After the 2019 terrorist attacks, Sri Lanka has seen an increase in cognitive
operations targeting the minority communities in that country. Some of these
activities may have been home-grown. In response to the acts of terror, numerous
fake news stories were circulated about further alleged attacks planned by the
Muslim community. Manipulated or recycled images or footage were used to
document these false claims .[77]

The consequences were immediate and tangible: numerous attacks on companies
and institutions run by minorities, boycotts, and in some cases, physical violence[78].
Algorithmic amplification escalated the situation to such an extent that authorities
were forced to block social media for several days to prevent the spread of false
claims .[79]

Additionally, in May 2019, following the terrorist attacks and social media blackout,
Sri Lanka experienced a series of cyberattacks on at least dozen state and
international websites. The defacements of these websites were aimed to further
destabilize society: they amplified information chaos, undermined trust in the state,
and perpetuated the growing cognitive crisis among the public opinion .[80]

It is worth noting that a similar mechanism, fueling a spiral of ethnic violence, was
observed in Myanmar in 2017, resulting in the Rohingya genocide. Researchers point
to disinformation spread via Facebook and fueled by its algorithms as one of the
causes of this wave of hate and violence .[81]

Image Credits : REUTERS

Case Study 4: Disinformation against ethnic minorities in Sri Lanka (2019)
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Similar phenomena of violence against ethnic or religious groups could be observed
in Bangladesh in the last 15 years. Roy et al. call this a social-media-rumor-instigated
violent attack and set examples of false accusations against Hindus allegedly
insulting prophet Muhammad, which led to riots and direct attacks .[82]

Another example from the region of the same disinformation/misinformation
pattern: during the COVID-19 pandemic in India, false information was spread to
accuse Muslims of deliberately spreading the disease .[83]

Case Study 5: Disinformation against ethnic minorities in Bangladesh

The China-Bhutan border issue has long been overshadowed by India’s strategic role
in Bhutan’s external affairs, as it has also been evolving into a distinct front of
cognitive warfare. To go with the large-scale military moves, the contest increasingly
unfolded through that of the media narratives, disinformation, and influence-based
campaigns that shaped perceptions in Bhutan, India, and beyond.

One of the tweaking episodes occurred when some Indian media, led by NDTV,
alleged that China had constructed a village, named “Pangda”, two kilometers inside
Bhutanese territory. Satellite imagery and official Bhutanese statements later
confirmed the village lay well within Chinese borders, and Bhutan’s envoy to India
publicly denied any Chinese intrusion. Nonetheless, the story circulated widely,
reinforcing the perception of Chinese “encroachment” and mixing anxiety in the
regional and international arena . Cognitive warfare here worked on two different
levels, as India projected narratives of Chinese aggression to sustain its strategic
role in Bhutan, while Chinese media highlighted the falsehood of Indian reporting,
framing it as deliberate disinformation aimed at driving a wedge between China and
Bhutan.

[84]

This imbalance in information flow made Bhutan highly vulnerable to narrative
manipulation. Chinese outlets exploited this vulnerability by publishing interviews
with Bhutanese figures, accusing India of compromising Bhutanese sovereignty by
inserting itself into boundary talks with China.

Case Study 6: China-Bhutan border dispute (2020-2024)
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With the widespread protests against the Citizenship Amendment Act, which was
introduced in India in 2019 and was seen as discriminatory against the Muslim
communities, social media became a tool for fueling specific narratives. TikTok
emerged as a powerful amplifier, as this platform’s short video format, algorithmic
reach, and popularity among the young and active users allowed the content to
circulate far beyond.

TikTok was used to spread the hashtag #IndiaAgainstCAA, which was intended to
fuel protests and stoke anti-government sentiments. The hashtag also gained
popularity in influential circles, which strengthened its impact .[85]

One of the videos presenting two women, one in a burqa and the other in jeans,
chanting outside Jamia University’s main gate to cheering crowds, became a tool for
digital mobilisation . From the cognitive warfare perspective, TikTok performed
both as a platform of solidarity and persuasion, colliding with micro-narratives of
emotional resonance, but also hosted pro-government voices, making it a contested
space.

[86]

Image Credits : Al Jazeera

39



Strategic Posture of India
in the Cognitive Arena
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The official doctrine of India does not explicitly denote the term “cognitive warfare”.
It might be seen as a missing element of the “Cold Start Doctrine”, resulting in a lack
of ready-made action plans in the area of psychological and narrative attacks.

In regard to official documents, the emphasis remains on information warfare and
psychological operations, which illustrates how these concepts are embedded in
strategic thinking. The offensive use of cognitive tools is not acknowledged formally,
however, in practice, India envisages shaping the adversary’s perception through
psychological operations, particularly in its military posture towards hostile states .
Psychological warfare, that has a long history of applications, continues as a
significant element in both wartime and peacetime context. India, realising these
dependencies, has maintained units that conduct PsyOps as part of its military
architecture .

[87]

[88]

At the same time, Computer Emergency Response Team (CERT-In), National Cyber
Coordination Centre (NCCC), and National Critical Information Infrastructure
Protection Centre (NCIIPC) play defensive roles, strengthening national resilience
against disinformation and cyber-enabled cognitive threats. Although the absence of
the exact terminology in strategic documents might show that India may not
formally label cognitive warfare, its practices reflect both offensive and defensive
elements of such activities, and they are consistent with India’s military tradition.

IV. Strategic Posture of India in the
Cognitive Arena
The example of India will serve as a case study, the aim of which is to
comprehensively assess regulatory and institutional solutions in the area of ​​
counteracting cognitive threats.

Cognitive warfare in the official doctrine

For these reasons, India’s military is increasingly
integrating the modern warfare Defence strategy in its
doctrine. Indian forces are preparing to fully handle
what is called the “fifth generation warfare”, which is
understood as the non-contact combat, strategic and
psychological dominance. This nexus demands
putting into action the conventional power with
emerging technologies .[89]

41



India currently lacks a dedicated national strategy or overarching legal framework
exclusively addressing disinformation or information disorder. However, there are
several overlapping policies and legal documents, as well as institutional
countermeasures to address these issues. Section 353 of the Bharatiya Nyaya
Sanhita, 2023 , targets disinformation by penalizing false or misleading content
causing public harm, while Section 111 covers organised cybercrime like deepfakes.
These laws apply equally to AI-generated content, and are supported by active
government enforcement and platform collaboration. However, there is no formal
definition or classification of foreign manipulation or cognitive influence operations,
which constrains the country’s ability to identify and respond to coordinated
cognitive or hybrid threats systematically.

[90]

NCCC , CERT-IN, and the NCIIPC collectively monitor, detect, and mitigate digital
threats that target information systems and public perception, too. These agencies
also coordinate with ministries and security forces during crises, thereby acting as
India’s rapid response architecture for information attacks or coordinated
disinformation operations.

[91]

The Indian Armed forces through their Public Information and Psychological
Operations (PsyOps) divisions have explicitly acknowledged the role of perception
and narrative management in contemporary warfare. Strategic literature emerging
from the Integrated Defence Staff (IDS)  and think tanks such as Centre for Land
Warfare Studies (CLAWS)  and United Service Institution (USI) has repeatedly
highlighted the need to strengthen India’s cognitive and informational defences
against adversarial influence campaigns.

[92]

[93]

India has begun addressing the malicious use of generative AI under its broader
digital and cyber governance ecosystem. However, independent oversight or
transparency mechanisms remain limited, which also raises concerns about
overreach or inconsistent application of anti-disinformation measures.

On a more proactive note, India has introduced specific programs for safeguarding
elections, the Election Commission of India’s SVEEP (Systematic Voter, Education
and Electoral Participation)  initiative and partnerships with digital platforms aim to
counter disinformation during electoral cycles. Similarly, media and digital literacy
education have been integrated under the National Education Policy (NEP) 2020, or
state level programmes such as Kerala’s Satyamev Jayate initiative .

[94]

[95]

Responses to information security threats
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India has a highly developed digital market, which requires far-reaching cybersecurity
measures and constant protection of vulnerable infrastructure. The cybersecurity
architecture comprises specialized units in a dispersed structure, which can
complicate the coordination of information flow and actions taken in times of crisis.
The Computer Emergency Response Team (CERT-IN) within the Ministry of
Electronics and Information Technology and National Critical Information
Infrastructure Protection Centre (NCIIPC) within the National Technical Research
Organisation play a key role in incident management. The Indian Cybercrime
Coordination Centre (under the Ministry of Home Affairs) also significantly
strengthens Indian capabilities in that sphere, as does the Defence Cyber ​​Agency
(under the Ministry of Defence), which serves as the cyber force .[96]

India’s cybersecurity framework is guided by a comprehensive National Cyber
Security Policy and subsequent institutional and policy developments led by the
National Security Council Secretariat (NSCS) and the Ministry of Electronics and
Information Technology. The evolving strategy explicitly recognises the growing
challenge of information operations and disinformation, as reflected in official
statements and strategic coordination under CERT-IN and the NCIIPC.

In addition, India’s cyber doctrine and institutional mechanisms place notable
emphasis on human factors and cognitive attack vectors, addressing social
engineering or phishing as important social threats . The national cybersecurity
framework has undergone updates and reviews within the past years , followed by
continued alignment with global standards and recent cybersecurity advisories.
Together, these developments confirm India’s multidimensional approach that
integrates information operations, AI threats and human centric vulnerabilities in its
evolving cybersecurity architecture.

[97]

[98]

India’s cybersecurity posture

One of India’s parliamentary acts, titled the Digital
Personal Data Protection Act, 2023 , establishes a
comprehensive framework for handling digital
personal data in India. Its core purpose is to
safeguard individual privacy by defining strict rules
for processing personal data. Within the realm of
cyber-doctrines, it understands and reflects a
posture of deterrence through denial and legal
clarity, as India treats data protection as an integral
part of national security .

[99]

[100]
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Governmental think-tank NITI Aayog’s articulated National Strategy for Artificial
Intelligence  released in June 2018, which has been expanded through India’s AI-
related policies. They provide a roadmap for the ethical, inclusive, and responsible
use of AI. These documents address information security and potential misuse of AI-
powered tools for disinformation purposes, stressing responsible use of AI and
general rules of transparency and accountability.

[101]

While the AI strategy itself does not include explicit laws regulating synthetic media,
India relies on an adjacent framework like the IT Act and criminal law provisions,
rather than a standalone statute.

Malicious use of deepfakes is already being prosecuted under existing legal
provisions  that cover impersonation and identity theft. Importantly, the strategy
also emphasizes cognitive and social resilience which is reflected in public
initiatives for ethics, inclusion, and digital literacy. These programs are embedded
within the Digital India Programme, the National Education Policy 2020, and
language access projects like BHASHINI . IndiaAI Mission aims to drive inclusive
AI innovation through indigenous models, startup funding, computer infrastructure,
and ethical governance. It focuses on talent, tools, and technology to build a robust,
responsible AI ecosystem.

[102]

[103]

AI-driven threats

India has steadily built a multi-layered institutional framework to address emerging
AI-driven threats, integrating efforts across Defence, intelligence, and administrative
domains. In parallel, India has begun to adopt LLM-based solutions for translations,
governance, automation based on the Indian stack. DigiLocker and UMANG
platforms exemplify how India increasingly uses homegrown software for
administration purposes.
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India has emerged as an active and responsible stakeholder in global dialogues on
AI governance, cyber diplomacy, and information security, reflecting its growing role
as a digital power.

The country participates in formats that address ethical and inclusive AI
development. It has endorsed the UNESCO Recommendations on Ethics of Artificial
Intelligence (2023), and participated, e.g., in the AI Seoul Summit, or Paris Action AI
Summit . India is actively engaged, notably as the founding member and co-chair
of the Global Partnership on Artificial Intelligence (GPAI) , and advocates
enhancing cyber-diplomacy.

[104]

[105]

International posture

Image Credits : Live Mint & Digital India
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V. Recommendations
Policy and Strategy

It is advisable to develop comprehensive strategies to counter cognitive
operations, which should include cross-sectoral cooperation, coordination, and
information sharing. Only a coherent state approach will enable an effective
response to these complex threats.

Regulations on the transparency of digital platforms should be strengthened,
especially with regard to algorithmic content amplification, targeting non-
authentic behaviour, or manipulative synthetic content. The model for such
solutions can be found in the EU digital legislation, including the Digital Services
Act. This will force technology companies to take greater responsibility for their
role in spreading disinformation.

It is advisable to establish national and regional centres for monitoring cognitive
threats. Such institutions can act preventively and support rapid response. It is
important to monitor the information environment in order to gain pre-emptive
situational awareness.

Public policies should integrate and ensure the protection of human rights,
including freedom of expression and speech, as well as privacy. This will prevent
abuses in the implementation of security mechanisms.
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Law & Order

International law on cyber, information, and cognitive warfare needs to be
updated. This will allow for better classification and sanctioning of actions below
the threshold of war. This also requires coordination at the international level
and active advocacy for clearly declaring the applicability of IHL to cyber and
information space.

National legislation should penalise sponsored disinformation campaigns, in
particular the question of using and abusing inauthentic behaviour. This will
ensure that perpetrators can be prosecuted more quickly.

The legal framework must protect freedom of expression while allowing for the
removal of harmful content. The balance between security and human rights is
crucial.

Regulations on artificial intelligence should include enhancing control over
content generated by LLM and introducing specific provisions on deepfakes that
would ban specific harmful applications. This will limit the use of AI as a tool for
manipulation

Technology

It is essential to implement modern solutions that enable the analysis of
inauthentic behaviour online and the impact of disinformation, e.g. based on
sentiment analysis.

It is crucial to develop tools that enable the detection of synthetic media,
including deepfakes, in order to flag and remove them from the internet. These
technologies can also be used in other areas, such as the verification of
evidence in court proceedings or the detection of child sexual abuse materials.

Cooperation between the public and private sectors is essential for the effective
implementation of technological solutions and the utilisation of the experience
of specialised entities
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 Strategic Communication & Crisis Management

Countries of the region should develop consistent crisis communication
strategies to respond quickly and credibly to false narratives.

Public institutions must build trust through transparency and regular
communication with the public. Trust is the best barrier against manipulation. In
this context, it is also crucial to provide transparent information about policies
and their implementation, as well as to refrain from using disinformation for
political purposes.

Authorities should use real-time data analysis to monitor the spread of false
narratives and predict moments of public vulnerability to disinformation. This will
allow them to take preventive action before false narratives become entrenched.
Partnerships with independent media and fact-checkers should be
systematically developed. This will increase the effectiveness of counter-
narratives and enhance their credibility.

Crisis response systems should include a psychological component, including
messages that reduce anxiety and prevent mass panic. This will help stabilize
public sentiment in crisis situations. Countries might also develop psychological
support and emotional resilience programmes, especially for groups most
vulnerable to manipulation.

Infrastructure

National alternatives to key digital platforms should be developed. This will
reduce dependence on foreign suppliers and the risk of algorithmic manipulation
from outside the region. In this context, it is also recommended to develop a
national LLM infrastructure that takes into account cultural and social
specificities and can be trained on specific data sets.

Regular security audits of public institutions’ IT systems are necessary. They can
detect vulnerabilities before they are exploited by hostile actors.

Critical infrastructure should also be protected against the psychological effects
of cyberattacks (e.g. blackouts). Crisis response plans must include a
communication and information component.
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 Institutions

Public institutions should establish specialised units for cognitive and
information security. This will facilitate a coordinated response to disinformation
and cyber threats. The activities of agencies such as Viginum in France or the
Psychological Defence Agency in Sweden can serve as useful role models.

The administration should invest in training employees in recognising and
counteracting information manipulation. This will increase the resilience of the
entire state apparatus .[106]

It is necessary to increase cooperation between state institutions, local
governments, and the private sector. Better exchange of data and experience will
allow for a faster response to new types of attacks.

Control and audit institutions must regularly assess the effectiveness of
strategies to counter cognitive threats. Continuous evaluation will ensure that
actions remain up to date and effective.

All elements of the security system should be developed in parallel and in close
coordination. The psychological dimension of some cyber attacks does not
mean a complete shift in focus from infrastructure protection to protecting
public perception. Therefore, standard cyber-measures should be simultaneously
developed.

Research and Innovation

Countries of the region should support funding for research into cognitive
resilience and detection technologies. This will enable the creation of local
defence tools tailored to the specific characteristics of the region.

It is necessary to develop interdisciplinary research centres combining
psychology, computer science, and social sciences. Only such synergy will allow
for a better understanding and neutralisation of cognitive warfare.

Pilot programmes for innovative solutions should be supported by the public and
the private sector. This will increase the pace of implementation of practical
tools.
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Alliances and Cooperation

International cooperation in AI and information security research must be
deepened. Joint projects will increase resilience and reduce the risk of
technological isolation. Countries of the region could establish joint mechanisms
for responding to cognitive operations. Only cross-border cooperation can limit
the impact of online activities and reduce the potential for cross-national
tensions.

Cooperation with international organisations (e.g. UN, NATO, EU, ASEAN) in the
field of knowledge and technology exchange should be strengthened. Such
partnerships reinforce collective resilience.

Regional exercises and simulations of cognitive threats should be conducted
regularly. This will allow defence mechanisms to be tested and improved, as well
as introducing cas well as introducing confidence-building measures among
partners.

Society & Education

Educational campaigns and media awareness programmes must become a
priority. An informed society is less susceptible to manipulation. Therefore,
education systems should introduce modules on critical thinking, cybersecurity
and disinformation. This will prepare younger generations for life in a digital
world saturated with manipulation . Schools should teach responsible use of
social media. This will reduce the risk of succumbing to manipulation.

[107]

Non-governmental organisations and citizen media should be supported in fact-
checking. Their independence increases credibility and public trust.

Cooperation between universities and state institutions can support research
into cognitive resilience. This will provide practical solutions for policy and
society. Scholarship programmes for AI and cybersecurity researchers in the
region will increase local expertise. This will reduce dependence on foreign
technology.

Training for opinion leaders (e.g., teachers, journalists, civil servants) in
recognising manipulation and coping with psychological pressure should be
strengthened. This will enable them to better protect their communities.

Social ties should be strengthened and trust built between ethnic and religious
groups. This will reduce vulnerability to divisive cognitive operations.
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VI. Conclusion
One of the most important conclusions of the report is the need to build social and
institutional resilience to such threats. Examples from the region show that the lack
of adequate regulation, the still low digital literacy of citizens, and the limited
transparency of digital platforms increase the risk of manipulation and thus highlight
specific vulnerabilities. For this reason, comprehensive strategies combining law,
politics, education, technology, and international cooperation are necessary. Only a
multidimensional approach - taking into account psychological, technological, and
social aspects - will effectively limit the effects of information and cognitive warfare.

Contemporary conflicts are increasingly shifting to the cognitive sphere, with digital
tools, weaponisation of algorithmic amplification, targeting of digital infrastructure,
and dissemination of disinformation becoming key means of influencing public
opinion. Manipulating people’s perceptions, emotions, and beliefs allows state and
non-state actors to achieve strategic goals without resorting to traditional military
actions. This is also clearly evident in South Asia, where rapid digitalisation is
accompanied by deep social, cultural, and political divisions, creating fertile ground
for cognitive operations.

Image Credits : Abir Mahanta, FSL
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The “battle for minds” is becoming a key dimension of security in the 21st century,
although we also emphasise that the importance of traditional kinetic means of
offensive activities should still not be underestimated. The response to these
challenges cannot be solely technical or military defence, but must also include
strengthening public trust, supporting independent media, developing critical
thinking skills, and ensuring a balance between security and the protection of human
rights.

For South Asian countries, this means an urgent need to invest in education, digital
infrastructure, and regional cooperation mechanisms. However, these
recommendations are universal in nature - in the digital age, the cognitive resilience
of societies is becoming one of the most important pillars of global security.
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